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INTRODUCTION
This Privacy Policy describes the information we collect from you when you use our website, mobile applications, APIs, merchant dashboards, or any of our payment solution services. In collecting this information, we act as a Data Controller, and in certain cases a Data Processor, depending on the context of the transaction. By law, we are required to provide you with information about who we are, how and why we use your data, and the rights you have in respect of such data.
This Policy is made pursuant to the Nigeria Data Protection Act (NDPA) 2023, the Nigeria Data Protection Regulation (NDPR), the CBN PSSP Guidelines, and other applicable data privacy standards.
ACCEPTANCE OF THE POLICY
You accept this Privacy Policy by accessing or using our website (the “Site”), our mobile or online Services, by placing an order for Services (as defined in our Terms of Use), or by opting in through any of our provided consent mechanisms.
IF YOU DO NOT AGREE TO THE TERMS OF THIS PRIVACY POLICY, PLEASE DISCONTINUE USE OF OUR SERVICES IMMEDIATELY.
We will only process your personal data upon obtaining your explicit opt-in consent, where required, through industry-standard mechanisms such as:
· Consent checkboxes (not pre-ticked)
· Web or mobile form opt-ins
· Digital signature consent
· Cookie banner acceptance
· Merchant onboarding KYC forms


WHO WE ARE
Ercas Integrated Solutions Limited (“Ercas”, “the Company”, “we”, “us”, or “our”) is a licensed Payment Solution Service Provider (PSSP) offering payment processing, collections, disbursement services, merchant tools, APIs, and related services. We enable businesses (“Merchants”) to receive electronic payments from their customers.
Because our Services are primarily intended for businesses and institutions, we often process personal data on behalf of Merchants, in which case we act as a Data Processor and process personal data strictly based on documented instructions from the Merchant.
Where we determine the purpose and means of processing personal data directly, we act as a Data Controller.
This Privacy Policy does not apply to Services not owned or controlled by ERCAS, including third-party websites, tools, or Merchant-owned platforms.
ERCAS has appointed a qualified Data Protection Officer (DPO) responsible for ensuring compliance with the NDPA, security standards, and global data protection best practices.

HOW WE USE YOUR INFORMATION
HOW YOU USE OUR WEBSITE
When you browse our website, access our product pages, or use our merchant dashboard, we use cookies and related technologies to:
· Enable the website to function properly
· Verify sessions and user authentication
· Improve user experience
· Enhance security
· Analyse traffic and website performance
Some cookies are strictly necessary, and we do not request your consent for those. For all non-essential cookies, we request your explicit consent via our cookie banner.
Strictly Necessary Cookies
	COOKIE NAME
	PURPOSE

	Secure-nextauth-session-token
	Stores secure authentication session information and CSRF protection tokens

	Secure-nextauth-callback-url
	Stores the callback URL for redirection after successful authentication

	next-auth.csrf-token
	Stores CSRF token to prevent cross-site request forgery attacks



USING YOUR PERSONAL INFORMATION
We use your personal information to:
· Create and manage your account
· Provide our payment processing services
· Authenticate your identity and perform KYC checks
· Comply with AML/CFT laws and CBN regulations
· Communicate with you (support, notifications, updates, marketing—with consent)
· Analyse product usage and improve our Services
· Conduct audits, security monitoring, and fraud prevention
We only process personal data that is adequate, relevant, and limited to what is necessary.
DATA CONFIDENTIALITY RIGHTS
Your information is confidential and will not be disclosed except:
· Where required by law, regulation, or court order
· To law enforcement or regulatory bodies for fraud prevention
· To Merchants, partners, or service providers acting on our instructions
· To our employees who require the information to perform their duties
You must also protect your own confidentiality by:
· Not sharing passwords or login details
· Securing your devices
· Interacting only with authorised ERCAS officers
DISCLOSURE OF INFORMATION
We may disclose your personal data to:
· Partner banks, financial institutions, and settlement providers
· Fraud monitoring and AML/CFT agencies
· Regulators such as the CBN, NFIU, and NDPC
· Technology vendors under strict data protection agreements
· Logistics or support partners (where applicable)
We may also disclose your information where:
· Required by law
· Necessary to protect our rights
· You have given explicit consent

DELETING PERSONAL INFORMATION
You may request deletion of your personal data. We will comply except where:
· The data is required for regulatory compliance
· There is a statutory retention obligation
· There is an ongoing dispute, investigation, or legal claim
· Retention is required to protect ERCAS’ legitimate interests
Deleted data will be securely destroyed.
DATA RETENTION
We retain personal data only for as long as required to:
· Provide services
· Meet regulatory obligations
· Maintain account and audit history
· Resolve disputes
The length of retention depends on:
· Contractual requirements
· Statutory record-keeping periods (often 7 years for financial records)
· Legitimate business needs
· Withdrawal of consent (where applicable)
SECURITY
We implement technical and organisational security measures including:
· Encryption (at rest and in transit)
· Tokenization of payment data
· Multi-factor authentication
· Firewalls and intrusion detection systems
· Regular penetration testing
· Role-based access control
· Employee confidentiality obligations
We retain data securely and restrict access only to authorised personnel.






WHEN YOU SUBMIT AN ENQUIRY VIA OUR WEBSITE
When you send an enquiry, we collect your:
· Name
· Phone number
· Email address
We use this data to respond to you and follow up when necessary. Enquiries are retained securely and deleted as follows:
· Emails: retained for 1 year, archived for 7 years
· CRM records: retained for 3 years after last interaction
No automated decisions are made using enquiry data.
TRANSFER OF PERSONAL DATA
We may transfer personal data to servers located outside Nigeria. All such transfers comply with:
· NDPA 2023
· NDPR 2019
· NITDA Whitelist requirements
· GDPR Adequacy standards (where applicable)
Where a country lacks adequate protection, ERCAS will:
· Obtain explicit consent
· Execute Standard Contractual Clauses (SCCs)
· Ensure secure transmission of data
Details of transfer safeguards are available upon request.
WHEN YOU FUND YOUR WALLET THROUGH OUR WEBSITE
When funding a wallet via card:
· We collect card information needed to process payments
· This information is tokenized and not stored on our servers
· We use your contact details to confirm transaction status
We do not make automated decisions based on funding information.



OTHER TYPES OF TRANSACTIONS
Only the following transactions occur through the website:
· Payment gateway checkout
· Merchant dashboard management
· API service requests
No unrelated transactions are conducted.
YOUR RIGHTS AS A DATA SUBJECT
You have the right to:
· Request access to your data
· Request correction of inaccurate data
· Request deletion (where lawful)
· Request data portability
· Withdraw consent at any time
· Object to processing
· Request restriction of processing
· Decline automated decision-making
Requests should be sent to the contact information below.
YOUR RIGHT TO COMPLAIN
You may complain directly to us or to the Nigeria Data Protection Commission (NDPC).
Contact ERCAS:
Phone: +2348132515543
Email: support@ercas.com.ng
Address: House 5, Plot 265, S.E. Asebe Street, Dantata Estate, Mabushi, Abuja.
Contact NDPC:
Website: https://ndpc.gov.ng/
Address: 12 Clement Isong Street, Asokoro, Abuja, Nigeria.








DATA PROTECTION AUDIT
ERCAS conducts an annual Data Protection Audit through a licensed Data Protection Compliance Organisation (DPCO), as required by the NDPA. The resulting report is filed with the NDPC.
GOVERNING LAW
This Policy is governed by Nigerian law including:
· Nigeria Data Protection Act (2023)
· NDPR 2019
· CBN Regulations
· Other applicable enactments
Where any provision conflicts with applicable law, such law prevails.
UPDATES TO THIS PRIVACY POLICY
We review and update this Policy periodically. If there is any material change to how we use your data, we will notify you and seek fresh consent, where applicable.
This Policy was last updated on: November 28 2025 
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